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THE FRAMEWORK

Why the Architecture
Model Matters

One Choice Shapes
Everything After

Moving to the cloud is almost always the
right call for a water utility. The question
that gets skipped is the one that decides
how much control you keep after the
contract is signed.

Does the vendor run a shared platform that
many utilities sit on together, or does your
utility get its own dedicated environment?
That single choice shapes your security
exposure, the answers you can give an
auditor, when your system changes, and
how it holds up on your worst day.

65%

of cloud breaches start
with a misconfiguration.
In a dedicated
environment, one utility's
error stays contained.

$5.05M

the highest breach cost
IBM tracks lands on data
spread across shared
environments. A single,
dedicated one is
contained faster.

The Question That
Gets Skipped

Procurement tends to compare
features and price. The
infrastructure model sits
underneath both, and it rarely
makes the scorecard.

The real divide is simple to state.
Either the vendor manages a
secure platform that you share, or
your utility controls its own
operational environment. This
framework makes that divide
something you can score before
you sign.

76.6M

customers exposed in
one shared-platform
failure to isolate its
tenants, later settled for
$350M.
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Sources: Cloud security industry statistics, 2025; IBM Cost of a Data Breach Report, 2025; T-Mobile 2021

breach settlement. Figures describe the wider market; a utility's own results vary.



WHAT TO EVALUATE

The Six Evaluation

Dimensions

DIMENSION 1
Architecture Model

Is the platform shared or dedicated?
Ask resource by resource, since
compute, storage, database, and
networking can each go either way. The
honest answer is a list, not a yes or no.

DIMENSION 3
Audit and Logging Access

Auditors and the EPA ask questions
that need infrastructure-level records.
Confirm which logs you can pull
yourself, at which layer, and how fast
the vendor produces the rest.

DIMENSION 5
Incident Response

When something breaks, telemetry
depth decides how fast you find the
cause. Without it, response becomes
filing a ticket and waiting. Ask what
data you see during an incident.

DIMENSION 2
Security Exposure

In a shared stack one flaw reaches
every tenant at once, and you rarely
control the patch timing. Dedicated
infrastructure keeps that exposure
inside your own environment.

DIMENSION 4
Upgrade Control

Shared platforms update everyone on
one schedule. Ask who controls the
timing, whether you can defer a
release, and what staging lets you
validate against production first.

DIMENSION 6
Performance Under Load

Shared capacity gets divided across
tenants. Steady performance during a
storm is a functional requirement, so
ask how capacity is guaranteed and
sized to your profile.
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SIDE BY SIDE

Multi-Tenant Versus
Private Cloud

The two models are not competing on quality of engineering. They differ on where

control sits when it counts.

Dimension

Multi-Tenant (Shared)

Private Cloud (Dedicated)

Architecture

Shared compute, storage, and
database

Infrastructure dedicated to
your utility

Security One flaw reaches every tenant Exposure bounded to your

exposure at once environment

Audit and Application-layer logs; the rest Direct access to the full

logging via the vendor logging stack

Upgrades Forced onto a shared schedule You control timing and
validate in staging

Incident Limited telemetry; submit a Full telemetry and a direct

response ticket and wait remediation path

Performance Shared pool, variable at peak Dedicated capacity sized to

your profile

A note on certifications: expect audit reports and descriptions of logical separation. They show a
vendor runs a shared environment competently. They do not tell you how much control, audit
reach, or independent incident response your utility keeps once you are a tenant.
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SCORE IT

Scoring the Options

Rate each vendor from 1to 5 on every dimension. A1 means the vendor holds the
control and the visibility. A3 means the two of you share it. A5 means your utility keeps
it. Adjust the weights to match your priorities, multiply score by weight, then total the
column.

Evaluation Dimension Weight Score (1-5) Weighted
Architecture Model 15

Security Exposure 20

Audit and Logging Access 20

Upgrade Control 15

Incident Response 15

Performance Under Load 15

Total 100

Weighted score = score multiplied by weight, divided by 100. Read the dimension scores, not just
the total. A low score on audit access or incident response can outweigh a strong total when it
lands on a requirement you cannot miss. Copy this worksheet for each vendor you evaluate.
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ASK BEFORE YOU SIGN

Questions To Ask
Every Vendor

On Architecture

E] Is the deployment shared or dedicated?

E] For each layer, compute, storage, database, and networking, is it shared or
dedicated?

On Security

D What is your vulnerability disclosure process?
D What is the typical exposure window between finding a flaw and patching it?

E] What compensating controls can we put in place independently?

On Audit and Logging

C] What log data do we access directly, and at what layer?

D What is the process and timeline for infrastructure-level logs during an audit?

On Upgrades

E] Who controls the upgrade schedule, and can we defer a release?

E] What validation environment is available before changes reach production?

On Incident Response

D What telemetry is available to us during an incident?

E] What is the committed response time and escalation path for infrastructure-level
incidents?
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Talk to Our Team

Put this framework to us, and to every vendor on your list. We would
rather answer the hard questions early than have you find the
answers after signing.

sales@advancedutility.com

About
Advanced Utility Systems

For almost 30 years, Advanced Utility Systems
has empowered utilities with innovative,
forward-thinking customer information and
billing solutions. We design modern, scalable
CIS solutions that improve operational
efficiency and customer satisfaction.

CIS Infinity runs on a dedicated, vendor-
managed model, so municipal water systems
keep control of their own environment. To
learn more, visit advancedutility.com.

One Community; All Advanced.
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